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SWIFT
⊸ Society for Worldwide Interbank Financial 

Telecommunications

⊸ Launched in 1973 and replaced TELEX;Used 
for international tranfer

⊸ Telex had low speed, security concern
⊸ Telex did not have a unified system of codes 

like SWIFT to name banks and describe 
transactions.

⊸ Telex senders had to describe every 
transaction which led to many human errors
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Transaction by SWIFT
⊸ SWIFT assigns each financial organization a 

unique code that has either 8 or 11 
characters

⊸ CHASUS33XXX. This swift code is for the 
head offices of JPMORGAN CHASE BANK

⊸ First four characters: Identify the bank 
(“JPMC”)

⊸ 5th and 6th characters: Country code

⊸ 7th and 8th characters: Location/city code
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Services offered by 
SWIFT
⊸ Application

⊸ Business Intelligence

⊸ Compliance services

⊸ Messaging, Connectivity ,and Software 
solutions

It offers a range of integration and messaging 
management solutions that support everything 
from the complex high volume messaging 
needs of the world’s largest institutions, to the 
lower-volume, cost-sensitive needs of smaller 
banks and corporates.
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Challenges to SWIFT
⊸ Competition from similar technologies like 

blockchain

⊸ Required automation by the users.

⊸ Manual coding required by the sender, not 
feasible for long messages.

⊸ Risk of cyber attacks.

Swift forayed into newer areas offering 
reporting utilities and data for business 
intelligence. It also published mandatory and 
advisory customer security controls.
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Core Banking Solution
⊸ Core Banking Solution (CBS) is networking 

of branches, which enables customers to 
operate their accounts from the CBS 
network

⊸ Core banking solutions help automate front-
end and back-end processes of banks to 
achieve centralized and smooth processing

⊸ Emerging economies face immense 
problems in serving Rural Population

⊸ PSB branches in India with CBS increased 
from 79.4% in March 2009 to 90% in March 
2010.
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Core Banking Solution
⊸ Core Banking Solution (CBS) reduces 

operational costs and reduces human error

⊸ The average distance of a branch from a 
village is 3.8km. CBS reduces the cost of 
access to the rural population. Hence, 
financial inclusion

⊸ Internet banking, Phone Banking, ATM, POS, 
and Fund transfers are some core CBS

⊸ Finnacle by Infosys, TCS FNS, and I Flex by 
oracle are top service provider
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SWIFT Fraud: PNB Case
⊸ Branch officials of PNB fraudulently issued 

Letters of Undertaking (LOU) to Nirav Modi-
linked companies without making entries 
into the CBS.

⊸ Missing link between SWIFT and CBS 
resulted in failed checks at several levels, 
thus, allowing fraudulent use of LOUs.

⊸ The fraud exceeded Rs.11,500 crore
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SWIFT Frauds: 
Bangladesh Heist
⊸ In February 2016, 30 requests to withdraw USD 1 

billion were fraudulently issued via SWIFT

⊸ Only 5 transfers were successful totalling to $81 
million, out of which $6.9 million could be recoverable

⊸ Custom made  malware was used which hid tracks and 
stopped the printer from printing the transactions 
which could have helped to detect the anomaly

⊸ Hackers diverted the money to Sri Lanka and 
Philippines

⊸ Deutsche bank detected and stopped a transaction 
after noticing ’fandation' was written instead of 
Foundation
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Thanks!
Any questions?
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